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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

IlosicauTenpHAs 3amMucKa

®oHn oneHouHBIX cpeAcTB (maee — DPOC) mms NpoOMEKYTOUHOW aTrTecTanud Mo muciumuimHe «CHCTeMHOe
aJIMUHHCTPHPOBAHKE» pa3paboTaH B COOTBETCTBUH C TpeOoBaHMAMHU DenepaabHOro rocyJapcTBEHHOTO 00pa30BaTEIbHOTO
CTaHJapTa BBICIIET0 0Opa3oBaHus — OakanaBpHar o HampasieHnto moarotoBku 44.03.05 Ilegarormueckoe obpasoBanue (¢
IBYMS IPOQIIIIMH ITOATOTOBKH), YTBEP)KICHHOTO MPpHKa30M MHHHCTEpCTBA 00pazoBaHus U Hayku Poccuiickoii @eneparim
ot 22 ¢eBpans 2018 r. Ne 125 (3apeructpupoBan MunucrepctBoM tocturmu Poccuiickoit @eneparn 15 mapra 2018 1.,
peructparonnsii No 50358), ¢ n3MeHeHHsIMH, BHECEHHBIMH NTpHUKa3aMu MUHHUCTEPCTBa HAyKH M BBICHIEr0 00pa3oBaHMs
Poccuiickoii ®enepaumn or 26 HosOpst 2020 1. Ne 1456 (3aperucrpupoBan MHHHCTEPCTBOM IOCTUIIMH Poccuiickoit
®enepanyu 27 mas 2021 r., peructpaunonHsiit Ne 63650) u ot 8 pespans 2021 r. Ne 83 (3aperucrpupoBan MUHHCTEPCTBOM
toctuin Poccuiickoit @eneparuu 12 mapra 2021 ., perucrpauuoHsbiid Ne 62739), ocHOBHO# mpogheccHoHaTbHOM
oOpazoBarenbHO# nporpamMmmoii «MHpopmaTuka» U «/lononHutensHoe odpazoBanue (B oomactu nndopmaruku u UKT)» ¢
ydaetoM TpeboBaHmMiA mpodeccnoHampHOoro cragmapra «01.001 Ilemaror (memarormyeckas IesTEIBHOCTE B cdepe
JIOIITKOJIFHOTO, HAYaJIbHOTO OOIIEro, OCHOBHOTO OOMIETo, cpemHero oOmero ooOpa3oBaHUs) (BOCHHTATENb, YYUTEIh)»,
YTBEPIKICHHOTO MPHKa30oM MUHHUCTEPCTBA TPYAa U COIHAIBHOM 3amuThl Poccuiickoit @eneparmu ot 18 okTsaops 2013 1. Ne
544H. (3apeructpupoBaH MuHHCTEpCTBOM focturu Poccuiickort @enepammm 6 mekadpst 2013 r., permcrpannoHHBIA No
30550), ¢ m3MeHEeHUAMH, BHECEHHBIMH IIPHUKa3aMi MUHHCTEpCTBA TPYIa U COMaIbHOI 3ammThl Poccuniickoit @eneparim ot
25 nmexabps 2014 r. Ne 11151 (3apeructpupoBan MunncTepcTBoM rocturin Poccuiickoit @eneparun 19 despans 2015 r.,
peructpanuonssiit Ne 36091) u ot 5 aBrycra 2016 r. Ne 4221 (3apeructpupoBaH MUHUCTEPCTBOM tocTuiiuu Poccuiickoi
Oenepanun 23 aprycra 2016 r., peructpannonnsiii Ne 43326), 01.003 «Ilemaror JOMOJHUTENEHOTO 00pa30BaHusl JETCH U
B3POCIIBIXY» YTBEPKICHHBIH MPUKa30M MUHUCTEPCTBA TPYIA M COIMATBHOM 3amuThl Poccuiickoiit ®enepariuu ot 22 CeHTAOPs
2012 r. Ne 6521 ot 22.09.2021 r. (3apeructpuposano B Muntocte Poccun 17.12.2021 N 66403).

Henp ®@OC st MpoMEXyTOUHOW aTTECTallMM — YCTaHOBJICHHE YPOBHS C(OPMHUPOBAHHOCTH YCTAHOBIICHUS YacTH
obmienpodeccruonanbHoi kommnereniun YK-1, TTK-1.

3agaun @OC 111 NpOMEXYTOYHOH aTTeCTally - KOHTPOJIb Ka4eCTBA M YPOBHS JOCTHKCHHS PE3yIbTATOB 0OyUCHUS 110
(hOpMHpPYEMBIM B COOTBETCTBHUH C YICOHBIM IIITAHOM KOMITETCHIIHSIM:

CrnocoOeH OCYIIECTBISATh MOUCK, KPUTUYECKUH aHAIW3 M CHHTE3 MH(OPMAINH, IPUMEHITh CHCTEMHBIN ITOIXOMA IS
peteHust moctaBneHHbIX 3aaau (YK-1);

3HaeT: 3Tambl peHICHNUs 3aa4 CHCTEMHOTO aIMHHUCTPUPOBAHNSI.

YMeeT: aHaIM3UPOBaTh 3a/1aqy, BBLACISASA €€ 0a30BbIe COCTABIAIONINE; OCYIIECTBIATh JCKOMIIO3UIINIO 3a/1a91

3HaeT: COCTaB CTAHIAPTHBIX HHCTPYMeHTOB aqmunuctpupoBanus OC cemeiictea Windows u OC Linux.

YMeeT: oCyIIecTBIATh NOCTAHOBKY 3aJaud; aHAJIM3UPOBATH YCIOBHE M ONPEAEISATh ONTHMATIbHBIM METOA pPEeLICHUS
IIOCTABJICHHOM 3a/1a4u

3naer: npeumyniectBa U Hepocratku OC cemeiictBa Windows m OC Linux B KOHTEKCTE PELICHUs Pa3IHMYHbBIX
MIPAKTUYECKUX 3a/1a4.

YMeeT: IpUMEHATh Ha MPaKTHKE CTAaHJAPTHBIE CPEICTBA aIMUHUCTPUPOBAHMUS ONIEPAIMOHHBIX CHCTEM

YMeeT: 000CHOBBIBATh PaBHIBHOCTH BEIOOPA CHCTEMHOTO MPOTPAMMHOTO 00ECIICUCHNUST KOMITBIOTEpa

VYMeeT: OLEHHBaTh CONMAIBLHO-DKOHOMHUYECKHE M TEXHHYECKHE IIOCIEICTBUS OKCIUIyaTallud CHUCTEMHOTO
MIPOTrPaMMHOT0 00ecHeYeHNUs

CrnocobeH OCyIIECTBIIATh MeIAaroruuecKyto JesTeIbHOCTh 110 pean3alii 00pa3oBaTeIbHOrO MpoIecca Mo MpeaMeTy
(TK-1).

3HaeT: COBPEMEHHbIE METOIUKH M TEXHOJIOTHU OPTaHM3aIlUN 00pa30BaTEeIbHON AESITEIHbHOCTH B 00JaCTH CHCTEMHOIO
aJIMUHUCTPUPOBAHHS

YMeeT: mIaHUPOBaTh 00pa30BaTENbHBIE Pe3yNbTaThl 00yUYaIOMNXCA B paMKax 3aHATHH ¢ ONOPOH Ha JOCTUTHYTHIE Ha
MOMEHT IUTAHMPOBaHMSA aKTyaJbHbIE OO0pa30BaTeNbHBIC PE3yIbTaThl KOHKPETHOH Ipymmbl 0oOy4yaromuxcs; 000CHOBAHHO
BBIOMpATH CIIOCO0 OpraHU3aluU AeSITeIBbHOCTH 00YJaOUHXCs Ul TOCTH)KEHHUS 3aJaHHBIX 00pa30BaTEIbHBIX PE3yJIbTATOB,
IUIAHUPOBAaTh B COOTBETCTBHM C BBIOPAaHHBIM CIHOCOOOM COJIEp)KaHUE NEATEIbHOCTH O0y4aloUIMXCs M 00eCIeunBarONIyI0
JIeSITEJIFHOCTD TI€arora B paMKax 3aHsATHs; OTONpaTh AUAAKTHUECKUNA MaTepHai, HeOOXOJUMBIN JUTs peali3alliy IpOrpaMM;
0TOMpaTh MHCTPYMEHTBHI KOHTpOJIS, OOECIeYMBAIOIINE IPOBEPKY (akTa W/WIM CTEHNEHH JOCTIDKCHUS IUTAaHWPYEMBIX
00pa3oBaTeNbHBIX PE3YIHTATOB

TpeboBaHus K IpoLieType OLCHKH:

[TomenieHre: KOMIBIOTEPHBIN Kiacc.

OO0opyznoBaHue: HOYTOYKH / IEpCOHAIBHBIE KOMITBIOTEPHI, CETEBOE 000pYyI0BaHMs /I AocTyna B iHTepHeT.

WHCTpyMEHTHI: 0COOBIX TpeOOBaHMIl HET.

PacxonHbIe MaTepHaibl: HE TPEOYIOTCS.

Hopwmsr Bpemenn: 120 muH.
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

KoMI1eKT olleHOYHBIX CPeCTB AJ1s1 MPOBeAeHNUs
NPOMEKYTOYHOI aTTecTalMK
Kypc 1 Cemectp 2

IIpoBepsiemasi KOMIIeTeHLMS:

Oo0mexkyabTypHas komnerenuus YK-1.

Crioco6eH OCyIECTBIATh HOUCK, KPUTHIECKUH aHAIN3 U CHHTE3 HHPOPMAIUH, TPUMEHITh CHCTEMHBIN MOIAXO AJISI PEIleHUS
MOCTaBJICHHBIX 3a/au.

IIpoBepsieMblii HHAMKATOP:
YK-1.1: ananuzupyer 3aa4y, B STAlbl €€ PEIICHHs, ASHCTBUS 0 PEIICHHIO 3a/1a4H.

HpOBepﬂEMbIe 06pa3OBaTeJIbeIe pe3yJbTarhbl:
3HaeT: TaIrbl peuieHnd 3aga4 CUCTEMHOTO aIMUHUCTPHUPOBAHUS.

VYwmeer: AHAJIM3UPOBATDH 3a/lav1y, BbIACTIAA eé 0a30BbBIE COCTaBJIAIIOMINE; OCYHICCTBIIATH ACKOMIIO3UITUTIO 3a/1a4U.

3ananue 1.
Tun (dopma) 3ananus: Tecr.
ConeprxaHue 3a1aHus:

3amanme Nel

KaK «HpO6pOCI/ITI>>) B J'IOKaJ'ILHYIO CCTh 66HLII>'I az[pec, €CJIn HpOBafILIep BbIJaJI ABAa TaKUX a/:[peca, a Ha IUJIK03€C YCTaHOBJ'IeH
Linux?

Bbl6CpHTC OJHWH U3 4 BApUAHTOB OTBCTA:

1)  proxyarp

2) DNAT

3)  SNAT

4)  reverse proxy

3aganme Ne2

Cucagmun Cepreit M. pemmi ckayats 12 ce30HOB cepuana «Teopust 00IbIIOro B3phIBay € OJHOTO U3BECTHOTO TOPPEHT-
Tpexepa. CyMMapHBIil pa3mep apxuBa Bcex cepuil cocraniser 48.86 I'baiit. Cepreii 3aaymaics — ycreeT JIM OH JI0 Beuepa
CKa4aTh BeCh apXMB uepe3 padounii kaHan 8 Mbut/cek U yHECTH ero JOMOIi, €CJIU BBIAEIHT MO 3TO A0 OTACIbHYIO
MOJIOCY € IUPHHOH KaHata 4 Mbut/cek, 4ToObI He 37UTh OCTANBHBIX COTPYJHUKOB KOMITAHUHU?

[ToBTopuTe pacueTsl M. U yKa)uTe, CKOJIBKO 4acOB NOTpeOyeTcs HalleMy NPOJBHHYTOMY aJIMHUHY ISl TOT'O, YTOOBI
BBIKauaTh CEpUa MPH YKa3aHHBIX BBIIIE YCIOBUAX?

BI)I6€]3H'I'C OAHWH U3 4 BapUaHTOB OTBCTA:

1) 6 4acos
2) 14 gacoB
3) 28 uacos
4) 33 gaca

3aganue Ne3

Komanpna apt-cache search XXX B Ubuntu Bo3BpamiaeT CliCOK MakeToB ¢ onucaHneM. Kak yCTaHOBUTD IAKETHI M3 3TOTO
CIIMCKa OTHOI KOMaHIo# apt-get install 6e3 konupoBaHUs UMEHH Ka)I0r0 MaKeTa BPYYHYIO?

BblGCpHTC OJHWH U3 4 BApUAHTOB OTBECTA:

1) sudo apt-get install XXX

2)  apt-cache search XXX | sudo apt-get install

3)  apt-cache search XXX | cut --delimiter="" --fields=1 | sudo xargs apt-get -y install
4)  apt-cache search XXX | cut -d="" -f=1 | sudo xargs apt-get -y install

3aganue Ned

Crynent, moburens rpynmnsl VK «Ilogciaymano CI'CITY », nbiTasich y3HaTh napoib KageIpatbHOro aMuHa, Oy
JOCTYII K /etc/passwd Ha cepBepe, HO €ro XKJajlo pa304apoBaHUE, TAK KAK BMECTO CTPOKH C MApOJIEM OH OOHApYKHI
crpoky mavrin:x:1000:1000:Mavrin:/home/mavrin:/bin/bash. Uro o3Hagaer X B 3T0# cTpoKe?
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

Bribepute oauH U3 4 BapuaHTOB OTBETA:

1)  Tloss30BaTesr0 Mavrin BXOA B CHCTEMY 3aIlpeIicH

2)  Tlapoip monp3oBaTesst mavrin HAXOIUTCS B IPYTrOM MeCTe
3)  Tlonp3oBarens mavrin IMeeT MapoJib X

4)  Hu omuH U3 NPEUIOKECHHBIX BAPHAHTOB

3aganmne Neb
B kakoM u3 KOHGUTYPAITHOHHBIX (HaiIOB BCTpEYacTCss HOMEP aBTOHOMHOW CHCTEMBI?

Bb[6CpL1TC OJIMH U3 4 BapUaHTOB OTBETA:

[y

[etc/sshisshd_config
[etc/sysctl.conf
[etc/bind/named.conf
[etc/bird.conf

N

w
— — ~—  ~—~

N

HpaBI/IﬂLHLIe OTBETHI U OLICHOYHBIN JINCT K 3aJaHUIO0 1

Kpurepwuii [TpaBUIbHBIE OTBETHI MakcumasbHOE KOJIMYECTBO OaIoB

Bomnpoc 1 2 1

Bomnpoc 2

Bompoc 3

Bompoc 4

INGE NS V)
I

Bomnpoc 5

IIpoBepsieMblii HHIMKATOP:
YK-1.2: HaxouT, KpUTHYECKH aHATU3UPYET U BHIOUpaeT HH(POPMAIHIO, HEOOXOAUMYIO ISl PELIEHHS TOCTaBICHHOW 3aJauH.

IIposepsiemble 00pa3oBaTeIbHBIE PE3YJILTATHI:

3HaeT: COCTaB CTAHIAPTHBIX HHCTPYMEHTOB anmunuctpupoBanus OC cemeiictea Windows u OC Linux.

YMeerT: OCYIIECTBIIATh MOCTAHOBKY 3aJaud; aHAJIM3MPOBATh YCIOBHUE M OMPEACIATh ONTUMAIBHBIA METOA PEIICHUS
[IOCTABJICHHOM 3a/1a4yu.

3ananue 2.
Tun (dopma) 3ananus: Tecr.
ConeprxaHue 3a/1aHus:

3amanme Nel

OnuH BceM HaM 3HAKOMBIH CTY/IEHT 2 Kypca NPHUKIaIHONH HHPOPMATHKN XOUET YCTPOUTHCS HAa pabOTy CUCTEMHBIM
a/IMUHUCTPATOPOM. YTPOM OH IPOYHTAJ TOJCTBIN MaHyall, IT0CiIe KOTOPOTO OKOHYATENbHO 3aITyTajcs.
[Tomorure eMy BCIIOMHUTB, JUISl Y€TO UCIIOJIB3YIOTCS CIIEAYIONIIE IPOrPaMMBI.

Y CcTaHOBUTE COOTBETCTBHE:

1) O6omouka ¢ "ocHacTkamu" i HacTpoiiku Windows

2)  YnaneHHas KOHCOJIb (I JOCTYIIA HA APYTOH KOMIIBIOTEP)

3)  Kouconp Windows (koMaHiHast CTPOKa)

4)  Yrtumura quarHoctukd DNS

5)  IIpoBepka AOCTYyMHOCTH X0CTa (KOMIIbIOTEpa) 1O npoTokoiay ICMP

6)  YmpapieHue MOJIb30BATENSIMH, TPYINAMH U CEPBUCAMHU

7)  TlpoBepka TOCTYMHOCTH XOCTa M IPOMEXYTOUYHBIX MapLIPyTH3aTOpoB (mpoTokon ICMP)

3aganue Ne2

BospimmHCTBO Oy Mymux yuureneil napopmatuku Bepar B To, uto 1 KunobGaiit = 1024 baiita 1 MX JOCTaTOYHO CIIOKHO B
9TOM paszybennTs. [loackaxkeM Koyuieram, Kakyro MpUCTAaBKY NPaBHIbLHO UCIIOJIB30BATH ISl BEIMYHMHBI, KOTOpasi 03HayaeT
ymHoxenue Ha 210 (iBa B necaToii crenenn), T.€. B 1024 paza?

BLI()C]')MTC OJHWH U3 4 BapUAHTOB OTBCTA:

1) KB
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

2)  Kubu
3)  Jeka
4) K6

3aganme Ne3

IIpeanonoxum, 4To Nepes BaMU CTOUT 3aja4a, UMes ToJIbko aapec [Pv6, moaxmtounthcs mo SSH Kk y3my, umeroniemy
aapec [Pv4. Bamu neiictus?

BriGepure onuH 13 4 BApUAaHTOB OTBETA:

1)  Tpunucats B Hauano 1Pv4 ::ffff:

2)  YcranoButh TyHHeNb Teredo

3)  3aKOHYHTH IKCIICPHUMEHTHI U MOUTU HAMUCATH MOCT B MOACIYIIAHO
4)  Hwu omuH U3 MPEIOKCHHBIX BAPUAHTOB

3aganmne Ned
daiinoBas cucrema btrfs (mocnennue Bepcun, HauuHas ¢ ssHBapst 2012) He MOXeT. ..

BriGepure onuH 13 4 BApUAHTOB OTBETA:

1) Xpanuts aiiael pazmepom domee 16 TO

2)  Hcmoms3oBatbes coBMecTHO ¢ ISCSI

3)  Xpanuts (aiiibl HOAKAYKH

4)  Hcnonp30BaThes B BUPTYATIbHBIX MAIIUHAX

3aganune Neb

Kakne texHomorun no3BoisitoT SkyDNS GokupoBaTh akTHBHOCTH OOTHETOB M 3I0BPEIOB B JOKAJIBHOI CETH HA YPOBHE
nporokosa DNS?

Bbl6CpHTC JABa U3 4 BApUAHTOB OTBCTA:

3amper Ha UCTOIF30BaHUE JOKATBHBIX aIpecOB A JOMEHOB (HampuMmep, 192.168.*.* wm 10.0.*.*),

1 N o
) MO3BOJIIFIOIIUH MTpenoTBpamarth ataku kimacca DNS Rebinding
2) BbnokupoBanue 1oCTyma K JOMEHaM YIPaBJISIOMUX IIEHTPOB ceTeif 00TOB, YTO IMO3BOJIET BHIBECTH 3aPAXKCHHBIC
MAIKHBI U3-TI0/ KOHTPOJIS 3I0YMBIIIJICHHUKOB
3) AmHanu3 Bcero TpaguKa JIOKAJIbHOW CETH U TIOHUCK TI0I03PUTEIBHBIX CUTHATYP U3 BUPYCHBIX 0a3 TaHHBIX, a TAKKe
HCTIOJIb30BaHHE CIICIIMAIBHBIX 3BPHCTHK ISl OOHApY>KEHUS M OJIOKUPOBKH BPETOHOCHOTO KOJA
2) BbnokupoBka [P-agpecoB 3apa’keHHBIX MaLIUH B JOKAJIbHOM CETH I MPEAOTBPAIIECHUS OTIIPABKHU JIMYHBIX TaHHBIX

TOJIB30BATEJIA HA XOCThI 3JIOYMBIIIIJIICHHUKOB

[TpaBusIbHBIE OTBETHI U OLIGHOYHBIN JIUCT K 3aJJaHUI0 2

Kpurepuii IIpaBuJIbHBIE OTBETHI MaxkcuMaabHOE KOJIHYECTBO OalIoB
Bompoc 1 cmd.exe - 3 1
ping.exe - 5
nslookup.exe - 4
net.exe - 6
telnet.exe - 2
tracert.exe - 7
mmc.exe -1
Bompoc 2 2 1
Bompoc 3 1 1
Bonpoc 4 3 1
Bompoc 5 1,2 1

IIpoBepsieMblii HHAMKATOP:
YK-1.3: paccmaTpuBaeT pa3iMYHbIC BAPUAHTHI PELICHUS 3a/1a4H, OLICHUBACT MX IPCHUMYIIECCTBA U PUCKH.

IIposepsiemble 00pa3oBaTeIbHbIC PE3YyJIbTATHI:

3naet: npenmyectsa u Hegoctatki OC cemelictBa Windows 1 OC Linux B KOHTEKCTE pEIICHUs pa3JINUHbIX MPAKTHIECKUX
3azad.

VYMeeT: NpUMEHATh Ha MPAKTUKE CTAHJAPTHBIE CPEACTBA aAMHHUCTPHPOBAHUS ONEPALIOHHBIX CUCTEM.
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

3apanue 3.
Tun (popma) 3amaHus: TecT.
ConeprxaHue 3a1aHus:

3aganme Nel
JucTpuOyTHB ONEepaliiOHHON CHCTEMBI BKIIIOYAET:
Bri6epute oauH 13 4 BaApuaHTOB OTBETA:
1)  omepanMOHHYIO CHCTEMY, TPOTPAMMY €€ YCTAaHOBKU M HACTPOWKH, COMPOBOKACHUE U PETYIISIPHOE OOHOBJICHHUE
2)  TOJBKO OIMEPALOHHYIO CHCTEMY H IIPOTPaMMy €€ YCTaHOBKH
3)  ONIepalMOHHYIO CHCTEMY, IPOTPaMMy €€ YCTAaHOBKH M HauboJiee MOMyJIsipHbIe IPUKIIAJAHBIE IPOrPAMMEI

OTIEPAIMOHHYIO CHCTEMY, IPOTPaMMy €€ YCTAaHOBKH U HanOoJIee Moy IspHbIe CHCTEMHBIE YTHIMTBI OT CTOPOHHUX
pa3paboTINKOB

3aganmne Ne2
OC pacnpocTpaHsieTcs M0 JUIEH3UH:

Bri6epute oauH 13 4 BapuaHTOB OTBETA:

1) GNU

2)  Jlunyca TopBanbiaca
3)  ¢dupmsl Microsoft
4)  xommanuun GNU

3apanne Ne3
Ipu ycranoBke OC Linux pekoMeHOyeTCs BEIOPATh (PaillIoBYIO CHCTEMY:

BblGCpHTC OJIMH U3 4 BapHaHTOB OTBETA:

1)  FATI16 nu6o FAT32

2)  NTFS

3)  journalized ext3 FS

4)  nro0yro U3 MEPEeUNCICHHBIX

3ananue Ned
Kectkas ccpiika Ha daitn B OC Linux:

Bbl()CpHTC OJHWH U3 4 BApUAHTOB OTBCTA:

1)  sBIsAETCS IOIMOJHUTENBHBIM SIPIIBIKOM U (aiina

2)  mpexactaBiseT co0oit Apyroe ums aiina

3)  aTo yka3zarenb Ha Havajo (aiina

4)  cTpyKTypa, CoieprKallias CBEJeHHUs O pacliojoKeHUn U pa3mepe daiina

3amanme Neb
Crcok mosp30BaTteNell CHCTEMBI XpaHUTCS B (haiire

Bbl()CpHTC OJHWH U3 4 BAPUAHTOB OTBCTA:

[EEN

letc/users

N

[etc/passwd
[root/passwd
[system/passwd

W
D — [~

ITpaBuIbHBIE OTBETHI U OLIGHOYHBIN JIUCT K 3aJ]aHUI0 3

Kpurepuii IIpaBuJIbHBIE OTBETHI MaxkcuMaabHOE KOJTHYECTBO OalioB

Bompoc 1 1 1

Bomnpoc 2

Bompoc 3

Bomnpoc 4

NN W|-
i

Bomnpoc 5
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

IIpoBepsieMblii HHANKATOP:
YK-1.4: rpamMOTHO, JIOTUYHO, apTyMEHTHPOBAHHO (DOPMHPYET COOCTBEHHBIE CY)KIEHHUS M OLEHKU; OTIH4YaeT (hakThl OT
MHEHHH, HHTEPIIPETAINiA, OIICHOK B PACCYXICHISX APYTHX YIaCTHUKOB JAEATEIHHOCTH.

IIpoBepsiemble 06pa3oBaTeIbHbIE PE3YIAbTATHI:

YMeeT: 000CHOBBIBATh NPaBHIBHOCTH BEIOOPA CHCTEMHOTO IIPOrPaMMHOT0 o0ecrieueH sl KOMIbIoTepa.
3ananmne 4.

Tun (dopma) 3ananus: Tecr.

ConeprxaHue 3a1aHus:

3aganue Nel
[TakeT ¢ mporpaMMHBIM oOectiedeHrneM B Linux comepkur:
Bri6epute oauH U3 4 BApuaHTOB OTBETA!

coOpaHHYIO IPOrpaMMy, CLICHAPHUH JEHCTBHUHN 10 yCTAHOBKH U MOCIIE Hee, HH()OPMAIIUIO O 3aBUCHMOCTSIX OT
JIpYTHX MAaKETOB

2)  cobpaHHYIO IPOrpaMMy, CLICHAPUH JSHCTBHUIT 10 YCTAHOBKH U MOCIE Hee

coOpaHHYIO IPOTPaMMy, HHPOPMALIHIO O 3aBUCHMOCTSX OT IPYTUX MAaKETOB, IIPOTPaMMy-YCTaHOBIIHK setup 0o
install

4)  cobpaHHYyIO IPOrpaMMy U MPOrpaMMy-yCTaHOBIIMK setup 6o install

3aganme Ne2
s xonupoBanus daiinos B OC Linux ncrnons3yercst KoMaHaa

BriGepute ouH U3 4 BAPHAHTOB OTBETA!

1) mkfile
2)  copy
3) c¢cp

4)  mc

3aganme Ne3
DaiioBBI MEHEIKED:

Bm(’)epMTe OJHWH U3 4 BApHUAHTOB OTBCTA:

1)  mporpamma Jyis CO3AaHus, yAalIeHHs, KOMMPOBaHHs (aiioB

2)  mporpamma s IepeMeIlIeHHUs Mo KaTauoram

3)  mporpamma ymnpasiieHHs aTpuOyTaMu U pelakTUpOBaHus (BaitioB
4)  mporpamma, BBITIOJHSIOIIAs BCE MIEPSUHCICHHBIE (HYHKIINH

3amanme Ned
PexumMbl pabOTHI perakTopa Vvi:

BI)I6€])H'I'C OAHWH U3 4 BapUaHTOB OTBECTA:

1)  TekcToBBIH M rpaduuecKuid

2)  peIaKTUPOBAHHS U KOIHPOBAHUS

3)  BCTaBKH, KOMaHIHBIN U PEXKUM KOMAHIHON CTPOKU
4)  BCTaBKH U 3aMEHBI

3ananue Neb5
s yeranoBku nporpammsl B OC Linux Heo0Xoaumo:

BbIGCpHTe OJHWH U3 4 BapUAaHTOB OTBCTA:

1)  BBINONHHUTH KOMaHIY setup

2)  3amyCTUTh MEHEIKep MAaKETOB U BBIOPATh MAKET C YCTAHABIMBACMOW MPOrpaMMOit
3)  pacnakoBaTh IaKeT, COJEPIKaIHii TporpaMMy

4)  CKONMPOBATH MAKET, COACPHKALINIA IPOrpaMMy, B OTASIIbHBIN KaTajaor
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

HpaBI/IHBHHC OTBETHI M OIICHOYHBIHN JIUCT K 3aTaHUIO 4

Kpurepuii [IpaBuiibHBIE OTBETHI MakcuMaabHOE KOJTHMYECTBO 0alioB
Bompoc 1 1 1
Bompoc 2 3 1
Bompoc 3 4 1
Bomnpoc 4 3 1
Bompoc 5 2 1

IIpoBepsieMmblii HHAMKATOP:
YK-1.5: onpezensieT 1 OICHUBAET NMPAKTHUECKHE TOCIEACTBUS BO3ZMOXKHBIX BAPHAHTOB PEIICHUS 33/1a4H.

IIpoBepsiemble 06pa3oBaTebHbIE PE3YJIbTATHI:

YMeeT: OLeHHBaTh COLUATIBHO-IKOHOMHUYECKHE M TEXHUYECKUE MOCIEACTBHS IKCIUTyaTal[Md CUCTEMHOTO MPOTrPaMMHOTO
oOecreyucHusI.

3ananme 5.

Tun (dopma) 3ananus: Tecr.

ConeprxaHue 3a1aHus:

3aganue Nel
JlutieH3ust Ha MPOrpaMMHOE oOecTieueHre HyKHa, YTOObI

BblGC]’)HTC OJHWH U3 4 BapUAaHTOB OTBCTA:

1)  ykasaTb, KTO SIBISICTCSI 00aaTesieM BCeX MpaB Ha 3TO MPOrPaMMHOE 00eCIeUCHUE

2)  OmpeIenuTh KPYT MPaB MOJH30BATENS [0 OTHOIIECHHIO K 3TOMY IPOrPAMMHOMY 00€CTICUCHHUIO
3)  ompenenuTh, HA KAKUX YCIOBUAX MOXKHO IPOJaBaTh JAHHOE MIPOrPAaMMHOE 00CCIICUCHIE

4)  chenath JaHHOE MPOrpaMMHOE obecreueHne CBOOOTHBIM

3aganue No2
Kakwue ecTb BapHaHTHI IIOKYIIKH KOPIIOPATHBHEIX JutieH3wi 11t Windows Server?
Bri6epute oaun u3 4 BapuaHTOB OTBETA:
1)  OLP (Open License Program) — 6eccpodHast TUIEH3US C TIOJHON MPE0ILIaTOH
2) OV (Open Value) — 6eccpounast TUIEH3MS C PACCPOYKOMN OIUIAThl Ha 3 roja

OVS (Open Value Subscription) — apena Ha 3 roja ¢ eXerofHo| OMIaToi U BO3MOXKHOCTHIO MOCIIETYIOLIET0o
BBIKYTIA JINIIEH3UI

4)  EVA (Education Value Active) — YueGHas muiieH3ust IJIsl aKTUBHBIX y4eOHBIX 3aBenennit, T.k. CI'CITY

3aganme Ne3
Kaxue nporpamMmbl Ha3bIBAIOT YCIOBHO OeCTIaTHHIMU
BI)I6€])H'I'€ OJIUH U3 3 BApUAaHTOB OTBETA:

MPOTPaMMBI, Pa3pabOTUMKH KOTOPBIX TapaHTUPYIOT €€ HOpMalIbHOE (DYHKIIMOHUPOBAHNE B ONPECICHHON

1 .
) OIIEPaIMOHHON CUCTEME U HECYT 3a 3TO OTBETCTBEHHOCTD
2) BEPCHH IPOTPaMMBI C OTIPEAEeTIEHHBIM CPOKOM JICHCTBHS WIIM BEPCHUH MPOTPAMM C OTpaHMYESHHBIMH
(hyHKIIMOHATBHBIMH BO3MOXKHOCTSIMU
3) HOBBIE HelopaboTaHHbIE (0eTa) BepCcHH MPOrpaMMHBIX IPOIYKTOB, IPOIPaMMHBIE TPOAYKTHI, SIBJISIOLTHECS

YaCThIO NPUHONUIINAJIBHO HOBBIX TexHOJ’IOI‘HfI, JOTIOJTHEHUS K paHEEC BBITYIICHHBIM IIpOTrpaMMaM

3aganue Ned
HpO6HeMBI, BO3HHUKAKOIIINUC HpH HCITIOJIB30BAHUHN HEJIUIICH3UOHHOI'O HpOFpaMMHOFO HpO}IyKTa

BriGepure HECKOJIBKO U3 4 BApUAHTOB OTBETA:

1)  HectabuipHas paboTa KOMIBIOTEpa

2)  orcyrctBue (haitna crpaBKH, JOKYMEHTALUH, PyKOBOJCTBA
3)  HannMYue TEXHHUYECKOH MOJICPIKKH

4)  HEBO3MOXHOCTb YCTAHOBKH OOHOBJICHHI
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3aganue Neb

B opranmzamun nmeeTcss HECKOJIBKO yAaIeHHBIX 0(PHUCOB (TOPTOBasi TOUKA, CKIAA U T. 11.), HE CBSI3aHHBIX C IEHTPAIEHBIM
0opHUCOM JIOKaTLHOM ceThi0. KaX bl yIaleHHbIH 0(HC IMeeT COOCTBEHHYIO JIOKAIbHYIO ceTh. IMeeT i mpaBo
OpraHu3alMs YCTAHOBHTH MPOrpaMMHbIit mpoaykt dupmsr 1C ¢ OJJHOM ocroBHO# nocTasku (miathopma +
KOH(UTypanus) ¥ B ICHTPAJILHOM oduce, U B yIaJeHHbIX 0(hucax, IpHoOpeTs il yAaIeHHBIX 0(HCOB TOIBKO
KIIMeHTCKUe JuieH3nu? Vnu opranusanus o0s3aHa NpuoOpecTH OCHOBHYIO TOCTaBKY (muiartdopma + koHdurypanus) B
KaXIblii yaNeHHbIN ohuc?

BriGepure onuH 13 4 BApUAaHTOB OTBETA:

00J1acTh MMPaBOMEPHOT'O UCIIOJIB30BaHUA JINLIEH3MOHHOTO COTJIAIICHUS Ha OCHOBHYIO ITOCTAaBKYy (rmaT(bopMa +
KOH(I)I/IpraHI/Iﬂ) OrpaHU4YUuBaACTCA JIOKJIbHOM CEThIO MOJIb30BaTEIIS

0051acTh IPaBOMEPHOTO HCIIOIB30BaHuUs JIMIIEH3NOHHOTO COrJIallieH sl Ha OCHOBHYIO IIOCTaBKYy (Iuiatdopma +
KOH(HUTypanus) He OTpaHUINBaCTCS

3) €CTh TaKas IporpamMmma, KoTopasd no3BOJIACT HC AyMaThb PO JIMICH3UOHHBIC COTJIAIICHU

4)  Bce nmpoayktel (hopmbl 1C Mo MATHUIIAM COBEPIICHHO CBOOOIHBI

HpaBI/IﬂLHLIe OTBETHI U OLICHOYHBIN JINCT K 3aJJaHUIO0 5

Kpurepwuii [TpaBUIbHBIE OTBETHI MakcumanbHOE KOJIMYECTBO OaIoB
Bompoc 1 2 1
Bompoc 2 1,2,3 1
Bomnpoc 3 2 1
Bomnpoc 4 1,3,4 1
Bompoc 5 1 1

IIpoBepsiemasi KOMIIETEHIUS:
[podeccuonansuas komnerenmus IMK-1.
Crioco0eH OCYIIECTBIATh MEAArornIecKyo AEATEIBHOCTD [0 Pealn3annui 00pa3oBaTeNIbHOTO MPOoLecca 110 MPEAMETY .

[IpoBepsieMblil UHOUKATOP:
ITK-1.1: ymeeT pea30BBIBaTH 00Pa30BATENbHYIO IPOTPAMMY 10 TPEAMETY C YIETOM CHEIU(HUKH COACPIKaHNs, METOZOB U
WHCTPYMEHTOB COOTBETCTBYIOIIECH 00JIaCTH HAYIHOTO 3HAHHUS.

[TpoBepsiemble 0Opa3oBaTeNbHBIE PE3YIIBTATHI:
3HaeT: COBPEMEHHBIE METOJIUKH M TEXHOJOTHMH OpraHM3alid 00pa30BaTeNbHOW JESTENbHOCTH B OOJACTH CHCTEMHOIO
AIMUHUCTPUPOBAHUS

3ananue 6.

ConeprxaHue 3a1aHuUs:

sudo apt update && sudo apt install nginx

sudo service nginx status

sudo ufw allow OpenSSH

sudo ufw allow 'Nginx HTTP'

sudo ufw enable

ip a| grep -Eo 'inet (addr:)?([0-9]*\.){3}[0-9]*' | grep -Eo '([0-9]*\.){3}[0-9]*' | grep -v '127.0.0.1'
sudo nano /var/www/html/index.nginx-debian.html
sudo apt update && sudo apt install mysql-server

sudo service mysgl status

sudo mysql_secure_installation

sudo mysgladmin -p -u root version

sudo apt update && sudo apt install php-fpm php-mysql
Is /var/run/php/

sudo nano /etc/nginx/sites-available/default

sudo service nginx reload

sudo nano /var/www/html/info.php

sudo rm /var/www/html/info.php

JlaH criMcok KOMaH/| TEpMHHAA olepaldoHHoi cuctembr Ubuntu Server 18.04.
1. Omnpenenure oOIIyIO IETHh BCEX KOMAH.
2. OnuumTe Xapaktep AeHCTBUI KaXI0H N3 KOMaH]I.
3. TMoaroroBbTe KOHCHEKT JIEKIHIi C OMCAHHEM BCEX BBILIE MPE/ICTABICHHOH 3a1auH.
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OueHoYHbIH JUCT K 3aAaHuI0 6.

Tlokazarens pe3ynbTaTUBHOCTH HNunukarop ITK-1 MakcumanbHoe
KOJINYECTBO
GaioB
OTYETHBIA JOKYMEHT PaCIIOIOKEH SIEKTPOHHON IK-1.1 2
nHPOPMAIMOHHO-00pa30BaTeIFHON cpenie
CTYACHT OMPEIEIHII OOIIYIO b BCeX KOMAH[I 3aJaHMs I[IK-1.1 3
CTYACHT OMHICAJ XapaKTep ACUCTBHU KaKIOH U3 KOMaH] I[IK-1.1 5
CTYACHT MOATOTOBYII KOHCIIEKT JICKIIHH C OIIICAHUEM BCEX I[IK-1.1 5
BBIIICTICPCYUCIICHHBIX KOMaH]T
MPEIoIaBaTEeNI0 MPEIOCTABICH JOCTYI K OTUCTHOMY IK-1.1 2
JIOKYMEHTY ISl OIICHUBAHUS
CTY/ICHT ICMOHCTPUPYET PA3BUTHIC HABBIKH MTOKUCKA IK-1.1 3

nH(OpMaLUK B TOMCKOBBIX cUcTeMax ceTd VHTepHer,
JJIEKTPOHHBIX OMOIMOTEUHBIX CHCTEMaX, 3JIEKTPOHHON
nH(opManmoHHO-00pa3zoBaresnbHOi cpene CI'CITY

OTYET COJEPIKUT CIMCOK MUCTIOIB30BAHHBIX HCTOUYHHKOB, IK-1.1 3
odopmiennsiii o 'OCTP 7.0.5-2008
OTYET COJEPIKUT HHCTPYKIIUIO 110 3arpy3Ke AUCTPUOYTHBA U3 IK-1.1 2

LEHTPa aKaJAeMHYECKOTO IPOrPaMMHOT0 00ECIICUCHHUS C
OIMCaHUEM IIpoLecca MOUCKa

IIpoBepsieMblil HHOUKATOP:
I1K-1.2: peanusyer 0oOpa3oBaTeNbHYI0 NPOrpaMMy II0 TPEIMETY C HCIOJIb30BaHHEM TEXHOJIOTHH MpodeccCHOHANBHON
JIeSITeTTBHOCTH.

[TpoBepsieMble 0Opa3oBaTeNbHbIE PE3YIIBTATHI:
YMeeT: IIIaHUpOBaTh 00pa30BaTeIbHBIC PE3YIIBTAaThl 00YYarOIINXCs B paMKaX 3aHATUH ¢ OIIOPOil Ha JOCTHUTHYTHIC HA MOMEHT
IUIAHUPOBAHUS aKTyaJIbHbIC 00pa3oBaTeNbHBIC PE3YNbTaThl KOHKPETHOM IpymIbl 00y4aromuxcs; 000CHOBaHHO BBIOMPATH
Croco0 OpraHM3aldl  JEATEIBHOCTH OOYyYaloIUXcs AN JOCTIDKCHHS 3aJaHHBIX 00pa3oBaTeNbHBIX PE3yJIbTaTOB,
IUIAHUPOBAaTh B COOTBETCTBHUHU C BBIOPAHHBIM CIIOCOOOM COJCp)KaHHE ACATEIHHOCTH O0YYalOIIUXCS M 0OECIeUHBaIOIIYI0
JeATeIbHOCTh Mearora B paMKax 3aHsATHs; OTOMPaTh AUAAKTHICCKHI MaTepHal, HeoOXOIUMBIH JUTs pealu3aliy IporpamMuM;
0TOMpaTh MHCTPYMEHTBHI KOHTpOJIS, OOECIEeUMBAIOIIUE IMPOBEPKY (akTa W/WIIM CTEHNEHU JOCTIDKEHUS IUIAHUPYEMBIX
00pazoBaTeNbHBIX PE3YJIbTaTOB.
3aganue 7.
ConeprxaHue 3a1aHus:
Pa3zpabotaiite mpoekT »>JeKTHBHOTO Kypca «CucTemMHOe aaMuHHCTpupoBaHue. Hawamo». B paboueit mporpamme
MPEAYCMOTPUTE CIIEAYIOLIHE BONPOCHI:

1. Ocnossr Windows Server 2019

2. Hacrtpoiika paboTsl ceTeBoit HHGpacTpyKTypsl Ha ocHOBe Windows Server 2019

3. Hacrpoiika cyx0s1 nomerna Windows Server 2019

OuEeHOYHBII JUCT K 3aJaHHIO 7.

IToka3arens pe3yinbTaTUBHOCTH Wupukarop T1K-1 MakcumanbHOe
KOJIMYECTBO
6amioB

OTYETHBIA JJOKYMEHT PACTIONI0KEH 3JIEKTPOHHOM IK-1.2 1
nH(opMalMOHHO-00pa30BaTeNIbHOI cpesie

MOJITOTOBJIEHA paboyas MporpaMma dJIEKTHBHOTO Kypca I1K-1.2 2
pa3paboTaHo OMUCAaHHE 00PA30BATEILHON POTrPAMMABI I1K-1.2 2
pa3paboTaH KpaTKHii KOHCTIEKT JICKITHI U TECTOBEIE 3a/IaHUS I1K-1.2 1
MPENoIaBaTENO IPEIOCTABIICH JOCTYI K OTYETHOMY IK-1.2 1
JIOKYMEHTY JUIsl OICHUBAHUS

CTYIAEHT IEMOHCTPUPYET Pa3BUTHIE HABBIKHU ITOMCKaA IK-1.2 1

uH(opMaLUK B TIOMCKOBBIX cUCcTeMax ceTd VHTepHeT,
INIEKTPOHHBIX OMOJIMOTEUHBIX CHCTEMaX, 3JIEKTPOHHON
nH(popManmoHHO-00pa3zoBaresbHO cpene CI'CITY

OTYET COJIEPXKUT CIMCOK HCTIONb30BAHHBIX HCTOUYHHUKOB, IK-1.2 1
odopmirennstit mo 'OCTP 7.0.5-2008
OTYET COJIEP)KUT MHCTPYKIIHUIO 10 3arpy3Ke AUCTPUOYTHBA U3 IK-1.2 1

HCHTpa aKaICMUYICCKOI'0o IMMPOrpaMMHOTO obecrieyeHus ¢
OIMMCAaHUEM IIpoHecca NMOUCKa
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MeToauyeckne MaTepHuaibl, ONpeaeisiioIHe NPOUEAYPY U KPUTEPHH OlleHUBaHUs C(hopMUPOBAHHOCTH
KOMIETEHIHii MPU MPOBEIeHHH MPOMEKYTOUHON aTTeCTAIIMI

YpOoBEeHb OCBOCHHUST KOMITETEHITIH
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VK-1.1 3amanue 1 5 5 2 3 4-5
VK-1.2 3amganue 2 5 5 2 3 4-5
VK-1.3 3amanue 3 5 5 2 3 4-5
VK-1.4 3aganue 4 5 5 2 3 4-5
VK-1.5 3aganue 5 5 5 2 3 4-5
TIK-1.1 3aganue 6 25 25 14-18 19-21 22-25
IIK-1.2 3aganue 7 10 10 4-5 6-7 8-10
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