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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

IlosicauTenpHAs 3amMucKa

@®onx oueHouHblx cpeactB (manee — DPOC) ans OPOMEXYTOUHOM arrecTanuu o aucuuminHe «CHcTeMHOe
aJIMUHHCTPHPOBaHKE» pa3paboTaH B COOTBETCTBUH ¢ TpeOoBaHMIMU DenepabHOro rocyJapcTBEHHOr0 00pa3oBaTebHOIO
CTaH/apTa BBICIIEr0 00pa3oBaHus — OakanaBpHaT 1o HanpasiieHHIo noArotoBku 44.03.05 [Nenarormyeckoe obpazoBanue (¢
JIBYMSI TPOQUIISIMU MTOJITOTOBKH), YTBEPKJICHHOTO NPHKa3oM MuHHCcTepcTBa 00pa3oBanus 1 Hayku Poccuiickoii denepanyn
ot 22 ¢eBpans 2018 r. Ne 125 (3apeructpupoBan MunucrepctBoM tocturmu Poccuiickoit @eneparn 15 mapra 2018 1.,
peructpanuoHsbiii Ne 50358), ¢ m3MeHeHUAMH, BHECEHHBIMU IpUKa3aMid MUHHCTEPCTBA HAYKH W BBICIIETO O00pa30BaHUS
Poccutickoit @enepanmu ot 26 wHOsiOps 2020 r. Ne 1456 (3apermctpupoBaH MHHHCTEPCTBOM IOCTHIWH Poccuiickoit
Oeneparn 27 mast 2021 1., peructpannonasiid Ne 63650) u ot 8 pespamns 2021 r. Ne 83 (3apeructpupoBan MUHHCTEPCTBOM
tocturmn  Poccmiickoit @enepamym 12 mapra 2021 1., peructparuonHbn Ne 62739), ocHOBHOHW mpodeccHOHANBHON
oOpazoBarenbHO# nporpamMmmoii «MHpopmaTuka» U «/lononHutensHoe odpazoBanue (B oomactu nndopmaruku u UKT)» ¢
yderoM TpeOoBaHuii mnpodeccuoHanbHoro cranmapra «01.001 Ilemaror (memaroruyeckas JesTelbHOCTE B cdepe
JIOIIKOJIFHOTO, HA4aJbHOTO OOINEro, OCHOBHOI'O OOIIEro, cpegHero oOmero oOpa3oBaHus) (BOCIIUTATENb, YUUTENb),
YTBEPXKIECHHOTO TPHKa3oM MHUHHUCTEPCTBA TPy/a U colMalbHO 3amuThl Poceniickoit @enepannu ot 18 oktsi0pst 2013 1. Ne
544H. (3apeructpupoBaH MuHUCTEpCTBOM toctuiinu Poccuiickoit deneparym 6 aexkadpst 2013 r., peructpannoHHbid No
30550), ¢ u3MeHeHUsIMHU, BHECEHHBIMY IIPUKa3aMu MUHHCTEpCTBA TPY/a U colManibHOil 3aumTel Poccuiickoit deneparuu ot
25 nmexabps 2014 r. Ne 11151 (3apeructpupoBan MuHucTepcTBOM focTrimu Poccuiickoit @eneparm 19 despans 2015 r.,
peructparnmonsbiii Ne 36091) u ot 5 aBrycra 2016 r. Ne 4221 (3apeructpupoBaH MHUHHCTEPCTBOM rocTuIu Poccuiickoit
Oeneparm 23 aprycra 2016 r., perucrpannonnsrid Ne 43326), 01.003 «[lemgaror qOmoTHUTENEHOTO 00pa30BaHUS OETEH U
B3POCIIBIX» YTBEPXKICHHBIN MPHUKa30M MHUHHCTEPCTBa TPYyIa U COLMANbHOM 3amuThl Poccuiickoit @enepanuu ot 22 ceHTIO0ps
2012 r. Ne 6521 ot 22.09.2021 r. (3apeructpupoBano B Musntocte Poccun 17.12.2021 N 66403).

Hems @OC 1 MpoMEXyTOUHOH aTTECTAIMM — YCTaHOBJICHHWE YPOBHS C(OPMHPOBAHHOCTH YCTaHOBICHHS YacCTH
obmienpodeccruonanbHoi kommnereniun YK-1, TTK-1.

3anaun @OC 1111 NPOMEXKXYTOYHOH aTTECTAlMKU - KOHTPOJIb KAUeCTBA M YPOBHS JJOCTHIKEHHS pe3yJIbTATOB 00YUYESHUS 110
(OpMHUPYEMBIM B COOTBETCTBUH C YUEOHBIM IIIAHOM KOMITETEHLIMSIM:

Cnoco0eH OCyIIECTBIATh MOUCK, KPUTUYECKHH aHalM3 M CUHTE3 MH(OPMALMH, TIPUMEHSITh CUCTEMHBIH ITOIXOM IS
petieHus mocraBieHHbIX 3a0a4 (YK-1);

3HaeT: 3Talbl pelIeHus 3a/1a4 CUCTEMHOT'0 aIMUHICTPUPOBAHUSL.

YMeeT: aHaIM3UPOBaTh 3a/1aqy, BBLACISASA €€ 0a30BbIe COCTABIAIONINE; OCYIIECTBIATh JCKOMIIO3UIINIO 3a/1a91

3HaeT: coOCTaB CTAHAAPTHBIX HHCTPYMeHTOB anmunucTpupoBanus OC cemeiictBa Windows u OC Linux.

YMeeT: oCyHIeCTBIATh ITOCTAaHOBKY 3a/1a4; aHAJIM3MPOBAaTh YCIOBHE M ONPENEIATh ONTUMAJIbHBIA METOA peIICHUS
TIOCTABJICHHOH 3a1a4n

3naer: npemmymiectBa u HemoctaTku OC cemeiictBa Windows m OC Linux B KOHTEKCTE pEIICHUS pa3IHIHBIX
MIPAKTUYECKUX 3a/1a4.

YMeeT: IpUMEHSTh Ha TPAKTUKE CTaHJapTHbIE CPECTBA AAMUHUCTPHUPOBAHHUS ONIEPAIIMOHHBIX CHCTEM

YmeeT: 000CHOBBIBATH IPaBHIBHOCTH BEIOOPA CHCTEMHOTO MPOrPaMMHOT0 00eCIIeueHHUs] KOMITbIOTepa

YMeeT: OLEHHWBATh COIUAIBHO-?KOHOMHUYECKME M TEXHHUECKHE TIIOCIEICTBUS OSKCIUTyaTallMd CHUCTEMHOIO
MIPOTrPaMMHOTO 00eCTIeUeHHs

Crnoco0eH OCYIIECTBIIATh MeIarorHuecKyto JesTelIbHOCTh 110 pealn3alii 00pa3oBaTesIbHOrO Mpolecca 1o npeMeTy
(TK-1).

3HaeT: coBpeMEHHbIE METOANKN W TEXHOJIOTHUH OpraHu3alliy 00pa3oBaTesIbHON AEATEIHHOCTH B 00JIACTH CHCTEMHOTO
aJIMUHUCTPUPOBAHHUS

VYMeeT: IIaHApOBaTh 00pa3oBaTENbHBIE PE3yabTaThl 00YJAIOMNXCsl B paMKax 3aHATHH C ONOPOH HA JOCTHTHYTHIE Ha
MOMEHT IUIAaHHPOBAHMS aKTyaJbHbIE 00pa3oBaTeNbHBIC PE3yJIbTaThl KOHKPETHOH TPYIIBI 00yJaloMmuXcs; 00OOCHOBaHHO
BBIOMpPATh CHOCOO OpraHM3alMy AEsSTeIbHOCTH 00YYaIOMNXCs IS JOCTH)KEHHS 3a/laHHBIX 00pa30BaTeIbHBIX PE3yIbTaToB,
IUTAaHUPOBATh B COOTBETCTBHU C BBIOPAHHBIM CIIOCOOOM COJEp)KaHHE AEATEIHHOCTH OOYHYaIOMIMXCS W 00eCIedYHBaIOIIYIO
JIeSITeTTFHOCTD Ie1arora B paMKax 3aHATH; OTOMpaTh AUJAKTHUECKUI MaTeprall, HEOOXOIUMBIHN U peaTn3aliy Iporpamm;
OTOMpaTh HMHCTPYMEHTHI KOHTpPOJIA, OOECIeYMBAlOIINe NPOBEPKY (akTa W/WIM CTENeHH JOCTHKEHHUS IUIaHUPYEeMbIX
00pa3oBaTENbHBIX PE3YIHTATOBR

TpeboBaHus K poOIeaype OIICHKH:

ITomenieHne: KOMIBIOTEPHBIN KIacc.

OO0opynoBaHue: HOYTOYKH / IEpCOHAIBHBIE KOMITBIOTEPHI, CETEBOE 000pyI0BaHMs I AocTyrna B HTepHeT.

WHcTpyMeHTHI: 0c00BIX TpeOOBaHUH HET.

PacxonHble MaTepuaibl: He TpeOyIOTCS.

Hopwmsl Bpemenn: 120 muH.
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

Kommiaekr OIECHOYHBIX CPEACTB IJIl MPOBECACHUSA
NMPOMEKYTOYHOM aTTecTaluu
Kype 1 Cemectp 2

IIpoBepsiemasi KOMIIETEHIUS:

ObmexkyabTypHast komnerennust YK-1.

Crioco6eH oCyIEeCTBIATh HOUCK, KPUTHIECKUH aHAIN3 U CHHTE3 HH(pOpMauy, TPUMEHATh CHCTEMHBIH TOAXOJ JUTA PEIICHUS
MIOCTABJICHHBIX 3a/1a4.

IIpoBepsieMblii HHAMKATOP:
YK-1.1: ananusupyer 3a1ady, BBIICIASA STAIbl €€ PEIICHNs, IeHCTBUS IO PEIICHUIO 3a/1a4H.

HpOBCPHEMI)Ie 06pa3OBaTeJIbeIe pe3yJbTarhbl:
3HaerT: 3TaIkl peuicHus 3aga4 CUCTCMHOI'0 aAMUHUCTPUPOBAHUA.

Vwmeer: AHAJIM3UPOBATH 3a/1av1y, BBIACIIASA eé 0a3oBbIC COCTaBJIAIOIINE; OCYIIECTBIIATH ACKOMITO3UIIUIO 3a1a9H.

3aganue 1.
Tun (bopma) 3agaHus: TECT.
ConeprxaHue 3a1aHus:

3aganme Nel

Kak «1poOpocuTh» B JIOKaJbHYIO CeTh OBl apec, eciy MpoBaiiiep BbLAAN ABa TAKUX aJipeca, a Ha [IUTI03€ YCTAaHOBIICH
Linux?

B|)|6epn'l'e OJHUH U3 4 BapUaHTOB OTBCTA:

1)  proxyarp

2)  DNAT

3)  SNAT

4)  reverse proxy

3aganue Ne2

Cucagmun Cepreit M. pemm ckadats 12 ce30HOB cepuana «Teopus 60IbII0T0 B3PEIBa» € OJHOTO U3BECTHOTO TOPPEHT-
Tpekepa. CymMmapHbIi pa3mep apxuBa Bcex cepuit cocrasisier 48.86 I'baiit. Cepreii 3amymaiics — yCeeT Ju OH /10 Beuepa
CKauaTbh Bech apXuB yepe3 pabounii kanan 8 Mbut/cex 1 yHECTH ero IOMOM, €ClN BBIACIUT O] 3TO JIENIO OTACIBHYIO
THoJIOCY ¢ IMpHHON KaHaita 4 Mbut/cek, 4ToObI He 37UTh OCTAIBHBIX COTPYJHUKOB KOMITAaHUHU?

[ToBTopuTe pacuers! M. M yKaxXnuTe, CKOJIBKO 9acOB MOTPeOyeTCs HallleMy MPOJIBUHYTOMY aAMHUHY [UISl TOTO, YTOOBI
BBIKauaTh CEPUa MIPH yKa3aHHBIX BBIIIE YCIOBUAX?

BI)I6€]3H'I'C OAHWH U3 4 BapUaHTOB OTBCTA:

1) 6 4acos
2) 14 gacos
3) 28 ugacoB
4) 33 gaca

3aganue Ne3

Komanna apt-cache search XXX B Ubuntu Bo3BpaIaer CiucoK MakeToB ¢ onucanueM. Kak ycTaHOBUTh MAKETHI U3 ATOTO
CIFICKa OJTHOW KOMaHIOH apt-get install 63 KomMpoBaHNS UMEHH Ka)KIOTO IMaKeTa BpydHyo?

BriGepure oivH U3 4 BApUAHTOB OTBETA:

1) sudo apt-get install XXX

2)  apt-cache search XXX | sudo apt-get install

3)  apt-cache search XXX | cut --delimiter="" --fields=1 | sudo xargs apt-get -y install
4)  apt-cache search XXX | cut -d="" -f=1 | sudo xargs apt-get -y install

3aganme Ned

Crynent, mobureins rpynmnsl VK «Iloaciymano CI'CITY », nbitasich y3HaTh napoib KageIpalbHOro aaMuHa, oIyl
JIOCTYII K /etc/passwd Ha cepBepe, HO ero ’Jajlo pa304apoBaHue, TaK KaK BMECTO CTPOKH C 1apoJieM OH OOHapy KU
cTpoky mavrin:x:1000:1000:Mavrin:/home/mavrin:/bin/bash. Uro o3Ha4aer X B 3T0i cTpoke?
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

BI)IGCPHTC OJVH U3 4 BAPHUAHTOB OTBCTA:

1)  Tlomp3oBaTento mavrin BXOA B CHCTEMY 3alpelleH

2)  Ilaposp momnp30BaTelss Mavrin HAXOJUTCS B APYTOM MeCTe
3)  Tlomp3oBaTenb mavrin UMeeT Mapoib X

4)  Hu onuH U3 NpeUIOKEHHBIX BApHAHTOB

3aganue Neb
B xaxoM U3 KOHOUTYpAIIOHHBIX (DafiIoB BCTpedaeTcss HOMEp aBTOHOMHOW CHCTEMBI?

Bb[6CpL1TC OJIMH U3 4 BapUaHTOB OTBETA:

[y

[etc/sshisshd_config
[etc/sysctl.conf

N

w
~— — |~ [~

/etc/bind/named.conf
[etc/bird.conf

N

HpaBI/IHLHHe OTBCTHEI U OI_IGHO‘IHHﬁ JIMCT K 3aJaHHIO 1

Kpurepuii [IpaBuJIbHBIE OTBETHI MaxkcuMaabHOE KOJHYECTBO OaIoB

Bompoc 1 2 1

Bomnpoc 2

Bompoc 3

Bomnpoc 4

ENYT RN V)
I

Bompoc 5

IIpoBepsieMblii HHAMKATOP:
YK-1.2: HaxoauT, KpUTHYECKH aHATU3UPYET U BHIONPaeT HH(HOPMALIIIO, HEOOXOAUMYIO JUIsl pELIEHHS TIOCTaBJICHHON 3aJa4H.

IIpoBepsiemble 00pa3oBaTe/bHbIE pPe3yJIbTAThI:

3HaeT: coCTaB CTAHAAPTHRIX HHCTPYMEHTOB anmMunucTpupoBanms OC cemeiictBa Windows u OC Linux.

YMeeT: OcCymIecTBIISITh IMOCTAHOBKY 3aJaud; aHAJIM3UPOBaTh YCIOBHE M OIPEAETATh ONTUMAJbHBIA METO]| PEUICHUs
MIOCTABJIEHHOH 3a1atH.

3aganme 2.
Tun (popma) 3agaHus: TECT.
ConeprxaHue 3a1aHuUs:

3amanme Nel

OpuH BCceM HaM 3HAKOMBIN CTYEHT 2 Kypca IpUKJIaJHONH HH(POPMATHKH XOUET YCTPOUTHCS Ha pabOTy CHCTEMHBIM
aJIMHHUCTPATOPOM. YTPOM OH IPOYUTAI TOJCTBIN MaHyall, 10C/Ie KOTOPOTO OKOHUYATENNbHO 3aIlyTacs.
[Tomorure eMy BCIIOMHUTB, JUISl YETO MCTIOIB3YIOTCS CIEAYIONINE IPOTPAMMBL.

Y CcTaHOBHUTE COOTBETCTBHE:

1)  Ob6omouka ¢ "ocHactkaMu" s HacTpoiikn Windows

2)  YpaneHHas KOHCOJb (ISl JOCTYIa Ha APYroil KOMIBIOTEP)

3)  Kouncoms Windows (koMaHIHAs CTPOKA)

4) Vrunura quarHoctuk DNS

5)  IIpoBepka AOCTYNMHOCTH X0OcTa (KOMIIbIOTEpa) Mo npoTokoixy ICMP

6)  YnpapieHHe MOJb30BATEIAMH, TPYIIIIAMH H CEPBUCAMH

7)  IlpoBepka AOCTYIHOCTH XOCTa U MPOMEKYTOUHBIX MapipyTu3aTopos (mpotokon ICMP)

3aganue Ne2

BonpmmHCcTBO OyAymnX yquTenei nHPOPMAaTHKU BepAT B TO, uTo 1 Kmmobaiit = 1024 Baiita 1 ©X 10CTaTOYHO CIO0KHO B
3TOM pa3ybennTts. IloackaxkeM Koyueram, Kakyro MPUCTABKYy MPaBHIbHO UCIIONIB30BATH ISl BEIMIHHBI, KOTOPas 03Ha4aeT
ymHoxeHne Ha 2% (nBa B necaToii crenenn), T.e. B 1024 pasza?

Bribepute oauH U3 4 BaApuaHTOB OTBETA!

1) KB
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

2)  Kubu
3)  Meka
4) K6

3aganue Ne3

[IpennonoxuM, 9TO Iepe BAMU CTOMT 3a/1a4a, UMes TOIbKo aapec [Pv6, monkmrounTsest mo SSH k y3my, nMeromemy
anpec [Pv4. Bamm neiictBus?

Bb[6CpL1TC OJIMH U3 4 BapUaHTOB OTBETA:

1)  Tlpunucats B Hauano IPv4 ::ffff:

2)  YcranoButb TyHHENb Teredo

3)  3aKOHYMTH SKCHEPUMEHTHI U MOITH HAaITUCATh ITOCT B ITOJCIYILAHO
4)  Hu omuH U3 IPEUI0KESHHBIX BAPHAHTOB

3aganme Ned
daiinosas cucrema btrfs (mocnenaue Bepcun, HaumHas ¢ sHBaps 2012) HE MOXKET. ..

Bbl6CpHTC OJHWH U3 4 BapUaHTOB OTBCTA:

1)  XpauuTts ¢aitnsl pazmepom 6omee 16 TG

2)  Hcmomp3oBatbest coBMecTHO ¢ ISCSI

3)  Xpauutb (ailnbl moaKauKu

4)  Hcnonp3oBaThcs B BUPTYaJIbHBIX MaIIMHAX

3aganme Neb

Kakue TexHonoruu mo3soiisitor SkyDNS G10KHpOBaTh aKTUBHOCTh OOTHETOB M 3JI0BPEIIOB B JIOKAJLHOW CETH HAa YPOBHE
npoTokosa DNS?

BI)I6€])H'I'C JBa U3 4 BApUAaHTOB OTBETA:

3anpeT Ha MCIOJIL30BAHHUE JIOKAILHEBIX aJpecoB Il ToMeHOB (Hampumep, 192.168.* . * uou 10.0.*.%),
p p pumep

1 N o
) MO3BOJIAIOIINHI TpeoTBpaniath araku kinacca DNS Rebinding
2) BrokupoBaHue J0cTyIa K JOMEHaM YIPaBISIFOIIUX IEHTPOB ceTell 00TOB, YTO MO3BOJISAET BHIBECTH 3apaKEHHbIC
MAIIMHBI U3-110]] KOHTPOJIS 3JI0YMBIILICHHUKOB
3) AmnHanu3 Bcero Tpaduka JIOKaJIbHOW CETH U IMOKCK TI0/I03PUTENIbHBIX CUTHATYP U3 BUPYCHBIX 0a3 TaHHBIX, a TAKXKe
HCIIOJIb30BAHUEC CIICHUAJIBHBIX O9BPUCTHUK JIJIA 06Hapy>I<eH1/1$[ )44 6HOKI/IpOBKI/I BPEIOHOCHOI'O KOJIa
2) Brokuposka [P-aipecoB 3apa)eHHbIX MAIINH B JIOKAJIBHOM CETH JUIs PEJOTBPAILEHUS OTIIPABKH JIMUHBIX JaHHBIX

MOJB30BATECJIA HAa XOCTHI 3JIOYMBIIIIJICHHUKOB

HpaBPIJ'ILHBIe OTBCTHEI U OHGHOqHLIﬁ JIMCT K 3aJIaHUIO 2

Kpurepuii [IpaBuJIbHBIE OTBETHI MaxkcuMaabHOE KOJHYECTBO OAIIOB
Bompoc 1 cmd.exe - 3 1
ping.exe - 5
nslookup.exe - 4
net.exe - 6
telnet.exe - 2
tracert.exe - 7
mmc.exe - 1
Bompoc 2 2 1
Bompoc 3 1 1
Bompoc 4 3 1
Bompoc 5 1,2 1

IIpoBepsieMblii HHAMKATOP:
YK-1.3: paccMaTpuBaeT pa3iinuHbIe BApUAHTHI PEILICHUS 3a/1a4H, OLEHUBACT UX [IPEUMYILECTBA U PUCKH.

IIpoBepsieMble 00pa3oBaTelbHbIe Pe3yJbTaThI:

3naet: npenmyiuectsa u Hegocratku OC cemelictBa Windows 1 OC Linux B KOHTEKCTE pEICHHUs pa3INUHbIX PAKTUYECKUX
3ajau.

YMeeT: MpUMEHATh Ha MPaKTHKE CTaHAAPTHBIC CPEACTBA aIMUHUCTPUPOBAHNUS OIIEPALIMOHHBIX CHCTEM.
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

3ananue 3.
Tun (popma) 3ananus: tecr.
ConeprxaHue 3a1aHus:

3anpanue Nel
JuctpuOyTHB ONepariioHHON CHCTEMBI BKIIIOYAET:
Bb[6CpHTC OOUH U3 4 BapUaHTOB OTBETA:
1)  omepanMOHHYIO CHCTEMY, IPOTrPaMMy €€ YCTaHOBKH M HACTPOWKH, COIIPOBOXKACHUE U PETyJIIpHOE OOHOBIICHUE
2)  TOJBKO OIMEPALOHHYIO CHCTEMY H IIPOTPaMMy €€ YCTaHOBKH
3)  ONIepalMOHHYIO CHCTEMY, IPOTPaMMy €€ YCTAaHOBKH M HauboJiee MOMyJIsipHbIe IPUKIIAJAHBIE IPOrPAMMEI

OTEPAIMOHHYIO CHCTEMY, POrPaMMy €€ YCTAHOBKH U HauboJIee MOMy ISPHbIE CHCTEMHBIE YTHIMTBI OT CTOPOHHUX
pa3paboTINKOB

3aganme Ne2
OC pacrnpocTpaHsIeTCst 10 JTUIICH3UH:

BblGC]’)HTC OJHWH U3 4 BapUAaHTOB OTBCTA:

1)  GNU

2)  Jlumyca TopBanbaca
3)  ¢wupmsl Microsoft

4)  xommanun GNU

3aganme Ne3
I[Tpu ycranoBke OC Linux pekoMeHyeTcs BbIOpaTh (GailioByI0 CUCTEMY:

BriGepure onuH 13 4 BApUAHTOB OTBETA:

1)  FATI16 nu6o FAT32

2)  NTFS

3)  journalized ext3 FS

4)  nro0yro U3 MepevncClIeHHBIX

3ananue Ned
Kectxkas ccpiika Ha daitn B OC Linux:

BI)I6€]3H'I'C OJAHUH U3 4 BapUaHTOB OTBCTA:

1)  sBIsieTCSs! NOTIOJIHUTENBHBIM SIPJIBIKOM Jyist (paiina

2)  mpexacTaBisieT coboi Ipyroe uMs Qaiina

3)  9TO yKkasaTenb Ha Havayo Qaiiaa

4)  cTpyKTypa, CoAepIKallas CBEACHHS O PacIoIOKEHUH U pa3Mepe (aiiia

3aganue Neb
Crmcok moJib30BateNell CHCTEMBI XpaHUTCs B (haiiie

BIJI(F)C]')HTC OJHWH U3 4 BAPUAHTOB OTBCTA:

1)  [etclusers

2)  letc/passwd

3)  [root/passwd

4)  [system/passwd

HpaBI/IJ'ILHI)IC OTBCTHI U OIICHO‘{HHﬁ JIMCT K 3aJIaHUIO 3

Kpurepuii ITpaBunbHBIE OTBETHI MakcnumasnbHOe KOJIMYECTBO OaTIOB
Bomnpoc 1 1 1
Bomnpoc 2 1 1
Bompoc 3 3 1
Bonpoc 4 2 1
Bompoc 5 2 1
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

IIpoBepsiemblil HHAMKATOP:
YK-1.4: rpaMOTHO, JIOTUYHO, apryMEHTUPOBAHHO (OPMHUPYET COOCTBEHHBIE CY)KACHHSI M OLICHKH; OTIMYaeT (akTbl OT
MHEHMH, HHTEpIIpeTalui, OLEHOK B PACCYXKIEHHUSIX APYTHX YYaCTHUKOB AEATEIbHOCTH.

IIpoBepsieMble 0Gpa3oBaTebHbIE Pe3yJIbTAThI:

YmeeT: 000CHOBBIBATh MPABHIBHOCTH BEIOOPA CHCTEMHOIO IPOrPAMMHOI0 00eCTeueH s KOMIbIOTEPa.
3agaunmne 4.

Tun (popma) 3agaHus: TECT.

CopeprxkaHue 3aJaHAS:

3aganme Nel
[Taker ¢ mporpaMMHBIM obecriedeHueM B Linux conepkuT:
Bri6epute oauH 13 4 BapuaHTOB OTBETA!

coGpaHHy}o nporpamMmmy, Ciu€Hapuu JeHCcTBUM 10 YCTaHOBKH U IIOCJIC HEC, HH(bOpMaHI/IIO 0O 3aBUCHUMOCTAX OT
APYTUX IMaKE€TOB

2)  cobpaHHYyIO IpOrpaMMy, CLICHAPUH JSHCTBUIT 10 YCTAHOBKH U MOCIIEC Hee

coOpaHHYI0 IPOrpaMMy, HH(OPMAIHIO O 3aBUCUMOCTSIX OT JIPYTUX MAaKETOB, IPOrpaMMy-yCTaHOBIIMK setup 1160
install

4)  cobpaHHYIO MpOrpaMMy U MPOrpaMMy-yCTaHOBIIMK setup iubo install

3apanue Ne?2
Jus xormpoBanus daiinoB B OC Linux ucmons3yercs KoMaHaa

BriGepute ouH U3 4 BAPHAHTOB OTBETA!

1) mkfile
2)  copy
3) cp

4)  mc

3aganue Ne3
®DailioBbIi MEHEIKED:

Bbl()CpHTC OJHWH U3 4 BApUAHTOB OTBCTA:

1)  mporpaMma Jiis CO3IaHUsl, yAAJICHUs, KOMpoBaHHs (ailnon

2)  mporpamma Juis IepeMelleHus 110 KaTaloram

3)  mporpamma ynpapleHUS aTpuOyTaMu U PeIaKTHPOBAHUS (aillioB
4)  mporpamma, BBIIOJIHSOLIAs BCE MEpeUUCICHHbIE (DYHKIUH

3amanme Ned
PexumMbl paboTHI perakTopa vi:

BbIGCpHTe OJHWH U3 4 BApUAHTOB OTBCTA:

1)  TekcTOBBI U rpaduuecKuii

2)  peIaKTUPOBAHHS U KOIHMPOBAHMUS

3)  BCTaBKH, KOMaHJHBIH U PEXKHUM KOMaHIHOU CTPOKU
4)  BCTaBKH U 3aMEHBI

3ananue Ne5
s ycranoBku nporpaMmel B OC Linux Heo6xoanmo:

Bri6epute oa1H U3 4 BapuaHTOB OTBETA:

1)  BBINOJHHATH KOMaHIy setup

2)  3amyCTUTh MEHEKEp MAKETOB M BBIOPATH IMAKET C YCTAHABIMBAEMOU ITPOrpaMMOit
3)  pacnakoBath IaKeT, COACPKALIMN MPOrpaMmy

4)  CKOMUPOBATH MAKET, COAEPKAIIMI MPOrPAMMY, B OTAEIbHBIN KaTaIor
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

HpaBHJ’ILHLIe OTBCTHI U OHCHOHHbIﬁ JIMCT K 3aJIaHUIO 4

Kpurepuii ITpaBunbHBIE OTBETHI MakcumasnbHOe KOJIMYECTBO OaITIOB
Bomnpoc 1 1 1
Bonpoc 2 3 1
Bompoc 3 4 1
Bomnpoc 4 3 1
Bompoc 5 2 1

IIpoBepsieMblii HHAMKATOP:
YK-1.5: onpezensieT u olleHUBAET MPAKTHYECKUE MTOCIEACTBUSI BO3SMOXKHBIX BADHAHTOB PEILICHUS 3a1auH.

IIpoBepsieMble 06pa3oBaTeIbHbIE Pe3yJIbTATHI:

YMeeT: OLCHHWBATh COLMAIBHO-9KOHOMHUYECKHE M TEXHHYECKHE MOCIEACTBHSA KCIUIyaTallud CHCTEMHOTO MPOTrPaMMHOTO
obecrieueHusI.

3agaunme 5.

Tun (hopma) 3agaHus: TECT.

ConepixaHue 3aIaHus:

3aganme Nel
JluiieH3us Ha mporpaMMHOE O0eCTieYCHHE HYKHA, YTOOBI

BriGepure onuH 13 4 BApUAHTOB OTBETA:

1)  yka3aTh, KTO SBISICTCS OOJIajaTeseM BCeX MpaB Ha 3TO MPOrpaMMHOE oOecTedeHre

2)  OmpeIenuTh KPYT MPaB MOJH30BATENS [0 OTHOIIECHHIO K 3TOMY IPOrPAMMHOMY 00€CTICUCHHUIO
3)  ompenenuTh, HA KAKUX YCIOBUAX MOXKHO IPOJaBaTh JAHHOE MIPOrPAaMMHOE 00CCIICUCHIE

4)  cpmenath AaHHOE MPOTPAMMHOE 00eCIeUeHHEe CBOOOTHBIM

3aganme Ne2
Kakue ecTb BapHaHThI MOKYIIKH KOPHOPAaTUBHBIX JIMUeH3ui [yt Windows Server?
BI)I6€])H'I'C OJIUH U3 4 BapUaHTOB OTBCTA:
1)  OLP (Open License Program) — 6eccpouHast TUICH3HsI C TIOJHOM MPEI0ILIaToON
2) OV (Open Value) — 6eccpounast JTHIEH3MsI C PACCPOYKON OILIATHI Ha 3 roja

OVS (Open Value Subscription) — aper/a Ha 3 roa ¢ €XeroIHoH OMIATON W BO3MOXKHOCTHIO TOCIIEIYIOIIETO
BBIKYIIA JIMLEH3UN

4)  EVA (Education Value Active) — YueOHas JuIeH3us Il aKTUBHBIX y4eOHbIX 3aBeaenuii, T.k. CI'CITY

3aganue Ne3
Kakwue nmporpaMMBl Ha3BIBAIOT YCIOBHO OECIUIATHBIME
BblGCpHTC OJUH U3 3 BEIDHHHT()B OTBETA.

MPOTPaMMBI, Pa3pabOTUMKH KOTOPBIX TapaHTUPYIOT €€ HOpMalIbHOE (DYHKIIMOHUPOBAHNE B ONPECICHHON
OIEPALIMOHHON CUCTEME U HECYT 3a 9TO OTBETCTBEHHOCTh

BEPCHUH ITPOTPAaMMEI C OHpe}]eJ’IéHHHM CpOKOM }IeﬁCTBHf{ WA BEPCUU ITPOTrpaMM C OTPAaHNYCHHBIMU
(t)yHK[H/IOHaHBHBIMI/I BO3MOXHOCTAMHU

3) HOBBIC HeﬂOpa6OTaHHBI€ (6€Ta) BEPCHUU MPOTPAMMHBIX IIPOAYKTOB, HPOTrPAMMHBIC IPOAYKThI, ABJIAIOIINUCCS
YacCTbIO NPUHIUIIMAIBHO HOBBIX TeXHOJ’IOFHﬁ, JAOTOJIHCHUS K paHE€ BLITYHICHHBIM IIPpOTrpaMMaM

3aganme Ned
[Ipo6nembl, BO3HUKAIOIIKNE TIPU HCIIOIB30BAHUN HEJUIIEH3MOHHOTO MPOTPAMMHOTO MPOIAYKTa

BLIGCPHTC HECKOJIBKO 3 4 BAPHUAHTOB OTBCTA:

1)  HectabuipHas paboTa KOMIBIOTEpa

2)  orcyrctBue (haitna crpaBKH, JOKYMEHTALUH, PyKOBOJCTBA
3)  HanMYue TEXHHUYCCKOH MOICPIKKH

4)  HEBO3MOXXHOCTh YCTAHOBKU OOHOBIICHHUM
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

3amanmne Neb

B opranuzanuy uMeeTcsi HECKOJIBKO YIAICHHBIX O(HCOB (TOProBas TOUKa, CKIaJ U T. I1.), HE CBSI3aHHBIX C LICHTPAIbHBIM
oducom nokansHOM ceTblo. Kaxnpiii ynaneHHbIH oduc nMeeT COOCTBEHHYIO JTOKaIBHYIO ceTh. ViMeeT iu npaBo
OpraHu3alMs YCTAHOBHTH MPOrpaMMHbIit mpoaykT dupmsr 1C ¢ OJJHOM ocroBHO# nocTasku (miathopma +
KOH(HTypanus) U B IICHTPAIHHOM O(uCe, ¥ B YIAICHHBIX 0(ucax, MproOpeTs A YAaJICHHBIX 0()HUCOB TOIBKO
KIIMEHTCKUe TueH3nn? Vnn oprannzaius o0s13aHa IproOpecTH OCHOBHYIO TIOCTaBKY (1wiatgopma + KoH(GUTYpaIws) B
KaXXIIbIii yIaeHHbIN opuc?

Bribepute o11H U3 4 BApUAHTOB OTBETA:
00J1acTh MPaBOMEPHOTO UCIIOIb30BaHMS JINIIEH3MOHHOTO COTTANICHHS HA OCHOBHYIO OCTaBKY (matdopma +
KOH(UTypanus) OrpaHNINBACTCS JIOKATBHON CEThIO MONIB30BATEINS

00J1aCTh MPAaBOMEPHOTO UCIOIB30BaHusl JIMIIEH3MOHHOTO COMIAICHUST Ha OCHOBHYIO TIOCTaBKY (matdopma +
KOH(HTYypaIys) He OTPaHUYNBACTCS

3)  ecTb Takas IporpamMma, KOTopas Mo3BOJIAET He JyMaTh IPO JINIEH3HOHHbIEC COTJIAIICHUS

4)  Bce mpoaykThl hopmbl 1C Mo MATHULIAM COBEPIICHHO CBOOOTHEI

IIpaBuiIbHbBIE OTBETHI U OLEHOYHBIH JHCT K 33AaHUI0 5

Kpurepuii IIpaBuJIbHBIE OTBETHI MakcumanbHOE KOJIMYECTBO OaTIOB
Bomnpoc 1 2 1
Bompoc 2 1,2,3 1
Bomnpoc 3 2 1
Bompoc 4 1,34 1
Bompoc 5 1 1

IIpoBepsiemasi KOMIIeTEHIUS S
podeccuonanbuas komnerenuus MMK-1.
Crioco0eH OCYIIECTBIISTh MEAarorniecKyo AesTeIbHOCTD [0 pealu3anny 00pa3oBaTelIbHOTO MpoLecca 110 MPEAMETY .

IIpoBepsieMblil HHOUKATOP:
[IK-1.1: ymeeT peanu3oBbIBaTh 00pa30BaTEIbHYIO IPOTPAMMYy 10 IPEAMETY C Y4€TOM CIEIH(pUKH COAepKaHHs, METOJIOB U
HHCTPYMEHTOB COOTBETCTBYIOIIEH 00IaCTH HAyYHOTO 3HAHMS.

[TpoBepsiemble 0Opa3oBaTebHBIE PE3YIILTATHI:
3HaeT: COBPEMEHHBIE METOJUKH W TEXHOJOTHMHM OpraHM3alliM O00pa30BaTENbHON NESTENFHOCTH B OOJACTH CHCTEMHOTO
aJIMUHHUCTPUPOBAHHUS

3amanue 6.

ConeprxkaHue 3a1aHus:

sudo apt update && sudo apt install nginx

sudo service nginx status

sudo ufw allow OpenSSH

sudo ufw allow 'Nginx HTTP'

sudo ufw enable

ip a| grep -Eo 'inet (addr:)?([0-9]*\.){3}[0-9]*' | grep -Eo '([0-9]*\.){3}[0-9]*' | grep -v '127.0.0.1'
sudo nano /var/www/html/index.nginx-debian.html
sudo apt update && sudo apt install mysql-server

sudo service mysgl status

sudo mysql_secure_installation

sudo mysgladmin -p -u root version

sudo apt update && sudo apt install php-fpm php-mysql
Is /var/run/php/

sudo nano /etc/nginx/sites-available/default

sudo service nginx reload

sudo nano /var/www/html/info.php

sudo rm /var/www/html/info.php

JlaH criMcok KOMaH| TepMHUHAA onepaiuoHHo# cuctembr Ubuntu Server 18.04.
1. Omnpenenure oOIIYIO IIETb BCEX KOMAH].
2. OnumuTe XapakTep ACHCTBUH KaXIO0H N3 KOMaHI.
3. TloaroroBbTe KOHCHEKT JICKIIHI C OIMMUCAHUEM BCEX BBIIIE MPEICTABICHHON 3a1auH.
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DoHA OLIEHOYHBIX CPEACTB U IPOBEACHUS IPOMEKYTOYHOI aTTeCTalUuH

OuEeHOYHBIH JHCT K 3aJaHHIO 6.

IToka3zaTens pe3yIbTaTUBHOCTH Wnnukarop T1K-1 MaxkcumanbHOe
KOJINYECTBO
6aioB
OTYETHBINH JOKYMEHT PacIONIOXKeH SIeKTPOHHON IK-1.1 2
nHPOPMAIMOHHO-00pa30BaTeIFHON cpenie
CTYACHT OMPEIEIHII OOIIYIO b BCeX KOMAH[I 3aJaHMs I[IK-1.1 3
CTYACHT OMHICAJ XapaKTep ACUCTBHU KaKIOH U3 KOMaH] I[IK-1.1 5
CTYACHT MOATOTOBYII KOHCIIEKT JICKIIHH C OIIICAHUEM BCEX I[IK-1.1 5
BBIIICIEPEUNCICHHBIX KOMaH]{
MPENoaBaTEeNIO MIPEIOCTABICH JOCTYH K OTIETHOMY IK-1.1 2
JOKYMEHTY JJIsl OIICHHBAHUS
CTYACHT IEMOHCTPUPYET Pa3BUTHIC HABBIKH MTOUCKA IK-1.1 3

UH(POPMALUH B IOUCKOBEIX CHCTeMax ceTu VIHTepHeT,
JIEKTPOHHBIX OHOIMOTEYHBIX CUCTEMAX, JJICKTPOHHOM
nHpopManmoHHo-00pa3oBaTensHOH cpene CI'CITY

OTYET COJCPIKUT CITHCOK MCIIOIB30BAHHBIX HCTOYHHUKOB, IK-1.1 3
odopmuennsiii o 'OCTP 7.0.5-2008
OTYET COJEPIKUT MHCTPYKIIMIO 110 3arpy3Ke TUCTpUOYyTHBa U3 IK-1.1 2

[EHTPA aKaJeMHUIECKOTO POrPAMMHOTO 00ECIICUEHHUS C
OITMCaHMEM Mpoliecca MOUCKa

[IpoBepsieMblil UHOAUKATOP:
IMK-1.2: peanmsyer oOpa3oBaTeNbHYIO MPOTpaMMy II0 TPEIMETY C HCIOJB30BAaHHEM TEXHOJIOTHH MpodeccHOoHANIbHON
JIeSITEIIEHOCTH.

IpoBepsieMbic 06pa3oBaTEIbHBIC PE3YIBTATHI:
YMeer: mIaHupoBaTh 00pa30BaTeIbHBIC PE3YIIBTATH O0YUAIOIINXCS B pAMKaX 3aHSTHIA ¢ OTIOPOil Ha JOCTUTHYTHIC HA MOMEHT
IUIAHUPOBAHUS aKTyaJlbHbIE 00pa3oBaTeIbHbIE PE3YNIbTaThl KOHKPETHOW Ipymnibl 00y4aromuxcs; 000CHOBAaHHO BBIOMPATH
cmoco0 OpraHu3aldi  JEATCIBHOCTH OOYyYaloIMUXCsS s JOCTIDKCHHS 3aJaHHBIX 00pa3oBaTeNbHBIX pPE3yJbTaTOB,
IUTAHUPOBATh B COOTBETCTBHU C BBHIOPAHHBIM CIIOCOOOM COJCPIKAHHUE ICSITEIBHOCTH OOYYAIOUIUXCSA M O00CCICYMBAOIIYIO
JIESITENIbHOCTD TEarora B paMKax 3aHsTHsI, OTOUPATh AUAAKTHUECKHI MaTepHal, HeOOXOUMBbIN ISl peaTi3alliy IPOrPaMM;
0TOMpaTh HHCTPYMEHTBHI KOHTPOIS, OOECIeYMBAIOIIUE MPOBEPKY (akTa W/WIM CTEHEHH JOCTHKCHUS IUIAHUPYEMBIX
00pa30BaTeNbHBIX PE3YIILTATOB.
3amanue 7.
ConeprxaHue 3a/1aHus:
PaspaboTraiite TpoexT 3ieKTHBHOrO Kypca «CucremMHoe aaMuUHHUCTpHpoBaHue. Hauamo». B paboueit mporpamme
MPEIYCMOTPUTE CIIEAYIOIINE BOIIPOCHL:

1. OcuHossl Windows Server 2019

2. Hacrpoiika paboTsl ceTeBoil nHPpacTpyKkTypsl Ha ocHoBe Windows Server 2019

3. Hacrpoiika ciayx6s1 nomena Windows Server 2019

O1eHOYHbII JJUCT K 3aJaHHI0 /.

[Toka3zaTens pe3ybTaTUBHOCTH WNuaukarop I1K-1 MakcumanbHoe
KOJINYECTBO
OaioB

OTYETHBIN JOKYMEHT PacIOJIOKEH dIEKTPOHHOU IK-1.2 1
nH(opMaMOHHO-00pa30BaTeJILHOM cpese

HOATOTOBJIEHA paboyas MporpaMma JMEKTHBHOTO Kypca IK-1.2 2
pa3paboTaHo onHcaHue 00pa3oBaTEILHOM POrpaMMBbl IK-1.2 2
pa3paboTaH KPATKUI KOHCIIEKT JICKIIMH ¥ TECTOBBIC 3a/IaHUS IK-1.2 1
MPEro/IaBaTeINio IPEIOCTaBIICH 0CTYI K OTYETHOMY IK-1.2 1
JIOKYMEHTY JIJIsl OLICHHUBAHUSI

CTYZICHT IEMOHCTPUPYET Pa3BUTbIE HABBIKH MONCKA IK-1.2 1

nH(OpMaLMK B IOMCKOBBIX cucTeMax cetd VHTepHer,
OJICKTPOHHBIX OMOIUOTECYHBIX CHUCTEMaAX, SHCKTpOHHOI\/’I
nHpopManmoHHO-00pa3oBaTensHOH cpene CI'CITY

OTHYET COJEPIKUT CITMCOK MCTIOJIBb30BAaHHBIX UCTOYHUKOB, [1K-1.2 1
odopmiennsiii mo 'OCTP 7.0.5-2008
OTYET COACPIKUT MHCTPYKIIHIO TI0 3arpy3Ke TUCTpUOYyTHBA U3 IK-1.2 1

LEHTPa aKaJIeMHUYECKOT0 MPOrpaMMHOTO 00ECIeUCHUsI C
OIMMCaHHUEM IpoIiecca MOUCKa
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MeTtoanveckne MaTepHaJibl, ONpeae/sIiole MPOueAypPy H KPUTEPUH OLlcHUBAHUS () OPMUPOBAHHOCTH
KOMIIeTeHIUIi IIPH NPOBE/ICHNN MPOMEKYTOYHOI aTTecTanuu

YpoBeHb OCBOCHHS KOMIICTCHITHU
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VK-1.1 3aganue 1 5 5 2 3 4-5
VK-1.2 3aganue 2 5 5 2 3 4-5
VK-1.3 3aganue 3 5 5 2 3 4-5
VK-1.4 3aganue 4 5 5 2 3 4-5
VK-1.5 3amanue 5 5 5 2 3 4-5
IIK-1.1 3aganue 6 25 25 14-18 19-21 22-25
TIK-1.2 3amanue 7 10 10 4-5 6-7 8-10
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